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Executive Director
Interagency Classification Review Committee
National Archives Building

. Seventh Street § Constitution Avenue, HN.W.
Washington, D.C. 20408

Deaj

Forwarded herewith are the Agency's first semi-annual
reports for 1977 to the Interagency Classification Review

Committee.

Sincerely,

Executive Secretary
CIA Information Review Committee

Attachments: As stated

DDA/ISAS/RA34 ﬁlb (26 Jul. 77)
Distribution:
Orig - Adse w/2 att
1 - 0GC | w/att

1 - 0S/PPG w/att ,
41— DDA Subject w/att (v

1 - DDA Chrono

1 - EML Chrono
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i . _ . o In!éragency Dept. or Agency
’ BATIONAL SECURITY INFORMATION OR MATERIAL Report Conirol No. ’ .
] Central Intelli gence Agency
REPORT OF MANDATCRY REVIEW ACTION 1222-GSA-QU | period Ending (Dey, month, vear) °
i v 30 June 1977
TOTALS REQUESTS ' PROCEDURAL ACTIO ACTION BY : :
QUESTS ACTIONS DEPARTMENT/AGENCY CARRYOVERS
. NUMBER OF REQUESTS gg
A » _ NUMBER OF REQUESTS | Eo
S NUMBSER ! £
WofoH Pl NUMBER | ESTIMATED DISALLOWED 5= '
< s v OF NEW NUMBER | OPINION ONLY OR > <5 10 OVER
o |un OVER FROM | mEquesTs | oF paces REFERRZD w |E2 | ¥ ‘ Zx | MEXT | 60 DAYS
o |38 PREVIQUS | Loorvin | mevienes 10 omicr m ] S |GRANTED | GRANTED| DENIED | Z2 | quarier|  owo
S Susmen AcencY For FinaL | 28 | 2B | %2 | mw " N | ol | PEReD
o | 2 .| Femon ACTION E3 |58 |32, o | earr | pou | ZE
S | & o £d | €5 88 43
5= [+ . i
)
3 _ ~ , )
N ' A . .
98 : 330 5,200 84 - . 43 95_ 42 _ 164 98
- 330 5,200 - 84 43 |. 95 | 42
Comments: |
*Corrected figure.
SUBM 2 _ TITLE
¢ JuL 197 |Executive Secretary, CIA 4
Information Review Committee
243-101

FTA 253 (3-78)
s ;

e
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& AINIUAL : 1. PERIOD ENDING (Show day, month, | INTERAGENCY R‘E’i‘o&'i'!";
"QUARTERLY SUMMARY REPORT B _ coNTROL NuMEER 7

TO THE
INTERAGENCY CLASSIFICATION REVIEW COMMITTEE 30 June 1977

» 1217-GSA-QU
3. REFER QUESTIONS YO (Name and telephone number)

2. DEPARTMENT OR AGENCY

Central Intelligence Agency
National Intelligence Officers
National Foreign Intelligence Board

ICATICN ACTIONS (original, by quihorized guide, or from extract or compilation) AND SECLASSIFICATION ASSIGNMENTS (exclude reproduction copiee)

ADVANCE DECLASSIFICATION GENERAL DECLASSIFICATION : . .. _  TGTALS OF
CLASSIFICATION CoukENT SCHEDULE ,C}';),‘-‘L_c;” SCHEDULE RREN, C4ALeNT ALL DOCURMENTS -
Ly e £ 1 - > e AT :

QUARTER YEAR TO DATE QUARTER YEAR TO DATE YEAR TO DATE

QUARTER YEAR TO DATE

TCP SECRET

3200 ' 3200

SECRET 1 2965 2967

1
- CONFIDENTIAL ) 281 - . 1

4135 ‘ 4417
TOTALS: 282 2 ' 10300 10584

SISE £FF

FORTE TO INCREASE PUBLIC ACCESS TO DECLASSIFIED DOCUMENTS AND IMPROVE MANAGEMENT OF CLASSIFIED MATERIALS (4

ttack exhilils or additione! peges au neccszary)

S SUGMITTED BY (Signature) 7. TITLE

Executive Secretary, CIA S,TAT
Information Review Committee ‘

SYANOARD FOUR 324 (Rov, 3-7G)
PR :Y{S}D BY GSA/ICRC
iAan
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DEPARTIWF OR AGENCY
_ -+i | Central Intelligence Agency
REPORT OF ORIGINAL CLASSIFICATION AUTHORITIES PERIOD ENDING (Day, mo., yr.) INTERAGENCY REPORT

fr.

e, NATIONAL SECURITY 1" MBaTION OR MATERIAL

CONTROL NO,
30 June 1977 - ' 1515-GSA-QU
, DggARTMENTA'- AUTHORIZED NUMBER AUTHORIZED NUMBER NUMERICAL CHANGE PERCENT OF CHANGE
MPONENTS PREVIOUS QUARTER- CURRENT QUARTER- (+.OR —) (%) (+ OR —)
(identify if ERICD P 206D
ot consolidated)

TS S c Ts 3 c T8 S c s s C

Office of the : :
" Director 46 | 114 0 47 115 0

(58)*|

Directorate of

. Intelligence - | 34 | 161 | 1 |37 |117 | o
| * (47)*
Directorate of o ' _ ‘ o
Science § 22 177 f o |25 |22 | o *
Technology : : :
1(41)*

Directorate of ’ :
Administration 91 | 443 | :15 84 454 17

(54)*
Directorate of f '
Operations 306 | 448 | 6 313 454 4
R OTOL:

:
H

i -1~
*COMMENT: The fotals|in parentheses in|the cyrrent4period TS cdlumn represent a recent
. revigw and|new de¢legation of |Top Sdécret duthorities rot refllected in the
currgnt statisti¢s. The review so|far hds resylted in a 19 percent reduction.

The final resulté, of t}ris review, gs well as alplanndd review of Becret| and
‘Confidential authoritig¢s, wi 1 be feflected in|the next period report.

1

506 !
499 | (410) ﬂ ! _
TOTAL AGENCY : .
STATISTICS L 1343 ¢ ¢ 1361
[ l i ) = = = = = - o - — T M 26 POCB AT - - = = = = = = =
; 22 21 ;
SUBMITTEDABY (Siggatur i TITLE :
A (Siggature) ” g 2 6 JUL m7 I ) STAT
3 CIA Classification Officer
44-101 . ¢ STANDARD FORM 244 (3-76)
; ® GPO : 1976 O - 210-459 {55-1) - Prescrib=d by GSA/ICRC
FR 32 XX
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"*+ REPORT OF UNAUTHORIZED DISCLOSURES = |Central Intelligence Agency|’ Y224 15500

Definition—An unauthorized disclosure is defined as a com-
munication or physical transfer of classified ‘information or
material to an unauthorized person. Reportable unauthorized
disclosure cases are those which involve the release and dis-
closure of classified information, either deliberate or in.-
advertent, as contrasted to physical security violations such
as, for example, an unatiended open safe, or the confirmad
loss of control of a classified document. It includes, but is
not limited to, unauthorized disclosure of classified informa-

tion in a nawspaper, journal or other publication or any other
communications media whera such information is traceabls to
a Department because of a direct quotation, or other uniquely
identifiable fact. The princigal criteria for determining whether
an unauthorized disclosure is reportable to the ICRC inciude
both: (1) the release and disclosure are of sufficient im-
portance to warrant formal investigation; and (2) the formal
investigation confirms that an important disclosure did occur.

instructions—Provide the following details concerning each
incident: v :
1. Date the incident occurred, if known.

2. Subject and security classification of the compromised

information and whether the information can be declas-
sified. . ;

3. ldentify the document (defined as any recorded informa-
tion in any medium), if known,

4. ldentify the publication (public press, technical jour-
nals, report, etc.) speech or briefing containing the un-
authorized disclosure or the unauthorized recipient of
the classified information.

5. :.Include the Department’s (or Agency) evaluation of the
impact of the unauthorized disclosure on national
security. ’ .

6. Indicate whether the unautharized disclosure has been
referred to the Department of Justice for prosecution,

~and the probable jurisdiction. In lieu of recommended
legal action, indicate other action taken or pending.

7. Where appropriate, state action planned or taken to pre-
vent similar disclosures or recurrences.

8. Attach additional sheets or exhibits as necessary.

"9. Submit report on this form no later than thirty calendar
days after the end of each quarter. . :

DESCRIPTION OF INCIDENRT

NOTE:

This report is submitted in accordance with procedures agreed updn with the
ICRC staff and recorded by CIA letter dated 15 February 1977.

The procedures

specify that the Agency report unauthorized disclosures in statistical

summary form, and because of the highly sensitive nature of the intelligence
data revealed by the disclosures, retain all background documents and damage
assessment reports in Special Security Center files, available for ICRC

review. Also included below is a report for the period ending 12 December 1976,
for comparison with the current period report. '

PERIOD ENDING 12 December 1976

During this reporting period thirteen (13) unauthorized disclosures were
Teported to the Special Security Center, 0S. Damage assessments were prepared
in each instance for forwarding to the DCI and/or the Security Committee, NFIB.

PERIOD ENDING 30 June 1977

During this reporting period, four (4) unauthorized disclosures were
reported to the Special Security Center, 0S. Damage assessments were prepared
in each instance for forwarding to:the DCI and/or the Security Committee, NFIB.

CHAIRMAN, DEFPARTMENTAL REVIE

fgnaturc) PERIOD ENDING (Day, Menth, Year) STAT

Executive Secretary, CIA Information Review Committee 30 June 1977

323~-102

STAHDARD FORM 323 (Pey. 3-75)

PRESCRIBED BY GSAZICRC
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_?  REPORT OF CLASSIFICATION ABUSES

FL 4

- I
B s
N ” Al ]
“ e MATINAL SECURITY INFORMA I -OR BAATERIAL

_JDEFARTMENT (or Ag;‘n;!‘ :

Central Intelligence Agency

Definition—A classification abuse is an unneacessary clas-
sification, or an over or underclassification of a document;
failure to assign the proper downgrading and declassification
schedule; or improper application- of classification markings.

It specifically applies to placing a document in an exempt
declassification category except as provided by Executive
Order 11652 and the NSC directive governing the classifica-

tion downgrading, " declassification and sefeguarding of
National Sccurity information. A classification abuse also
includes any classification action by an individual not zu-
thorized in writing to exercise appropriate classification or
exemption authority, or the irproper delegation of such.
Classification abuses becoming known during the reporting
period (30 calendar days after the end of each calenda;
quarter) should be reported. '

NUMBER OF ABUSES

TYPE OF ABUSE

Corrected
Immediately

sction -
necessary

no further

YRITYEN

v 3 L.
© NOTIFICATION _REPRIMAND

Letter TOTALS

Cautisnary

Formal
Lotter Orat

In:tfms notice {\dmin.

Classifying without authority

Unnecessary classification

Over-claséification

Failure to show classification authority

Failure to apply Downgrading/ Declassification

Exempted without authority

No internal classification markings used
(Agencies where internal markings are mandatory)

Impropearly marked or stamped

Other (Describe abuse)

Other (Describe abuse)

Other (Describe abuse)

GRAND TOTALS

REMARKS (Deecribe programs or actions taken during the report period to preclude clasaification abuses.)

Nothing to report.

W COMBITTEE (Mame, title, signalure)

Executive Secretary, CIA Information Review Committee

PERIOD ENDING (Dey, month, year)

30 June 1977

322-102
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